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1. Information. Information processes and activities. Informatics and information services. Information 

society – essence and definitions. [28] [29] [31] 

2. Mathematical logic. Propositions and predicates. Boolean algebra. [4] [27] [32] 

3. Algorithms – definitions and properties. Computability, complexity, and optimality. Turing machines. 

Undecidable algorithmic problems. Church–Turing thesis. [4] [32] 

4. Formal languages and generative grammars – definition, types, properties, examples. Chomsky 

hierarchy. [4] [32] 

5. Primitive and composite data types. Data structures – types, usage, representations. [9] [21] [25] 

6. Graphs and trees – definition, basic concepts, types, representations, and fundamental algorithms. [25] 

[27] [32] [33] 

7. Programming languages – classification, syntax, and semantics. Main paradigms in modern 

programming and their implementation. [18] [21] 

8. Databases. Data models – types, characteristics, and comparison. Database management systems. [13] 

[14] [16] 

9. Big Data – essence and main characteristics. CAP theorem. Main types of NoSQL databases. Principles 

of the MapReduce technology. [14] [15] [16] 

10. Machine learning and knowledge discovery. The process of Knowledge discovery from data. CRISP-

DM – main stages and outcomes. [6] [8] 

11. Machine learning methods – main types, characteristics, and applications. Presentation of the working 

principle of a specific machine learning algorithm. [10] [26] 

12. Software product lifecycle. Software development approaches. Software process models. [2] [30] 

13. Digital libraries – types and main functions. Applications in the field of cultural heritage. Standards and 

metadata. [5] [12] [19] [20] 

14. Learning Management Systems (LMS) and Learning Content Management Systems (LCMS) – main 

characteristics, functionality, advantages and disadvantages, applications. [34] 

15. Cloud technologies – essence, defining characteristics. Types of services – SaaS, PaaS, etc. Deployment 

models (private, community, public, and hybrid cloud). [11] [17] 

16. Types of malware: characteristics, goals, distribution vectors, infection methods; protection methods. 

[3] [23] 

17. Methods and techniques used to protect information systems from malware and attacks: network 

segmentation; traffic filtering and use of firewalls; antivirus software and security-related software; 

intrusion detection and prevention systems (IDS/IPS); access control and authentication. [1] [7] [22] 

[24] 
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