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1. AHoranus

Y4eOHUAT Kypc LIeJH 3all03HaBaHE C aCMEeKTH Ha KMOEPCUTYPHOCT B CHUCTEMH 3a yIpaBlieHHUE Ha
yueOHO chabpxkanue. KypchT mpencraBs pa3iMuHu IOIX0IM 32 YCTaHOBSIBaHE Ha MOTpeduTenckaTa
UJCHTUYHOCT, KOraTO TOBa HE € BB3MOXKHO Ja CE€ CIy4Yd MPSKO — MPU JUPEKTEH KOHTAKT C
notpeburens. Pasrnmexnar ce Bb3MOXKHOCTUTE 3a OCHIypsSBaHE Ha CUTYPHOCT Ha JaHHHTE, C
MOMOLITa Ha pa3IMYHU BUI0BE KOJUpPaHe U Kpunrorpagcku anroput™Mu. [loctass ce akIeHT BbpXY
YIPaBIEHUETO HA aBTEHTUKAIMATA U aBTOPU3AIMATA HA MTOTPEOUTENNTE, Bh3MOKHHUTE aTaKU CPEIILy
CUCTEMHATa apXUTEKTypa OT 3IOHAMEPEHH JEATENH, KAKTO U HAUMHUTE 3a IPEBEHLIUS U OCUTYPSIBAHE
Ha MakCHUMaJIHa CUTYPHOCT.



2. HeoOxoamMu npeaBapuTe/ T HU 3HAHUSA

bazoBu nMo3HaHMs 10 CUCTEMHA M MPEKOBA aIMUHUACTPAIUS
3anpn6oueno noznaBane Ha HTTP nporokomna

3. KOMHeTeHTHOCTI/I, HpHIlOﬁI/ITI/I B pe3yJjTaTr Ha oﬁyquneTo

3HaHMA 3a KHOEpCHTYpHOCTTAa B CHCTEMHUTE 3a YyIpaBleHHEe Ha y4eOHO chabpikanue. Cren

3aBBPIIBaHE HA Kypca JOKTOPAHTUTE Ce OYaKBa J]a MOTar:

— Jla orieHsBaT HUBOTO Ha 3aIlMTa HA JAHHUTE, U3MI0JI3BaHH OT €/IHA CUCTEMa

— Jla cp31aBaT MOAXOAAIIM CHCTEMHHU apXUTEKTYpH, KOUTO Ja OCUTYpsBaT MaKCHMaTHa
I'bBKaBOCT M Bb3MOKHOCTH 32 CKaJIUPaHEe Ha PELICHUATA 32 aBTOPU3ALUS U aBTCHTUKALIUS B
CHCTEMUTE 3a yIpaBlieHUE Ha y4eOHO ChIbpKAHHUE

— Jla m30upat nmoaxoasIIy MOAX0AN 32 YCTAaHOBSABAHE HAa MOTPEOUTEIICKA HCHTUYHOCT BbB
BUpTyaJlHa cpena

— Jla pa3bupar pa3inyHu KpUNTorpadcku anropuTMu

— Jla mpoeKTupaT CUCTEMHH apXUTEKTYPHU, OCUTYPSBAIIM BUCOKA CUTYPHOCT Ha JAaHHUTE U
npaBUiIHA paboTa Ha cUcTeMara

4. TeMaTHYHO CbAbPKAHHE

Opoii

Tema 4acoBe

JCKITUU
Cucremu 3a ynpasienne Ha o0yuenue (CYO) u cucreMa 3a yrpaBjieHUE Ha y4eOHO 4
ceabspkanue (CYYC)
VYyeOeH o0ekT 2
[ToTpebuTtencka UACHTUYHOCT — 3HAYCHNE U HAYUHU 32 JUCTAHIMOHHO 3
YCTaHOBSIBAHE BHB BUPTyallHa cpeia
Penanyionnu u HepenannoHHU 0a3u JaHHU — BH3MOKHOCTH 3a 3aIUTa Ha TAHHUTE 3
VYcnyru 3a apTopupanus 1 aBTeHTUKALMS Ha TOTpeOUTENnTe 2
Bunose kpunrorpadcku aaroputMu 2
XelnpaHe Ha JaHHU 3
JSON Web Token (JWT) 1
Bunose ataku cpeuty ye6 0azupaHu NpUIIOKEHUS 2
[TyOGnuuHu ¥ YaCTHU KITIOYOBE 2




[TpuHIMIM HAa MpeX)OBaTa U CUCTEMHA aJIMUHHUCTPAIUS M OCUTYpsIBAaHE HA 3allUTa |
Ha CUCTEMHUTE apXUTEKTYpPHU

Kputnunu nadpacrpykrypu 3
CouunanHo MHXXEHEPCTBO — METOIU 32 KOMIIPOMETHUPAHE Ha CUTYPHOCTTA Ha )
norpeduTenuTe 0e3 peaHa aTaka Ha JaHHUTE
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Koncnekr

BBb3MOXHOCTH ¥ HAYMHU 32 peaiun3alus Ha yCTaHOBSIBaHE HAa UACHTUYHOCT Ha MOTPeOUTeNs Ha
CUCTEMH 3a yIpaBlieHUE 32 Y4eOHO ChIbpKaHUE

Bb3MoxkHOCTH 32 chbXpaHeHHE Ha TOTPEOUTENICKH TaHHU 32 aBTEHTUKALUS
VYrpaBieHre Ha aBTeHTUKALMATA U aBTOPU3ALIMATA — BBHITHO U BHTPEIIHO 3a CUCTEMaTa
Kpunrorpadus

CurypHoCT Ha JaHHUTE

OOmecTBeHa CUTYPHOCT

Opranu3aloHHa CUTYPHOCT

CormaaHo MHKEHEPCTBO

Pasnpenenenu n34ncieHuss 1 CUTYpHOCT

Kputnuna nndpactpykrypa

[TyOnuyHM ¥ 4aCcTHU KIIOYOBE

MpexoBa CUTYPHOCT

3alllUTHU CTEHU

Bupryanuzauus

JWT

Tynenupane

DoS ataku

HNaxexnnm — SQL, HTML

Web Exploit

Cross Site Scripting
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PecypcHo ocurypsiBane Ha 00y4eHHUETO:

He e npenBuieHo cnenuain3upaHo pecypcHO OCUTYpsIBaHE.
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8. Kpurepumu 3a oneHka

M3muThT ce ChbCTOHU OT ABC YaCTH — IMUCMCH U YCTCH.

Ha nucmenus u3murt AOKTOPAHTHT pa3dBUBA CBOUTC UJICHU U KOHLICIIIHHU I10 /IBa BBIIPOCA OT KOHCIICKTA.

Ha YCTHHUA U3NUT JOKTOPAHTBHT OTroBaps Ha 3aAaJICHU OT XXYPUTO BBIIPOCH, CBBP3aHU C TCMATa HA

Kypca.

Kpaiinara orenka e ot 2 110 6 (¢ Tounoct 110 0.5).
Ts ce hbopmupa Ha 6azara Ha CIEAHOTO CHOTBETCTBUE:

pelleHu s, 3Hae KaK
1a 0000111aBa 1
u3jara Marepuana
0e3 fa mpaBu
rpeurku. [Ipurexasa
HEOOXOMUTE
YMEHHUS 3a
M30BJIHEHHE HA
MPAKTUYICCKU

3aJa4u.

W3IIBIHEHNE Ha
MPAaKTUICCKH
3a7la4u.

MaTepuaa B
MPAKTUICCKH
CUTYAIHH.

3aTpyIHEHUS TIPH
HM3ITBJIHCHUE HA
MIPaKTUYECKHU
3aJjaum.

OtnuueH (6) MH. 106wp (5) Jo6bp (4) Cpenes (3) Cnab (2)

OTan4HO Bazee ITo3naBa marepuana. | Biagee ronsima wact | Brmagee camo wact ot | He mo3HaBa
Marepuana. W3nara ro npaBWIHO | Marepuaia, HO Marepuana, HO ce 3HAYUTEIIHA YacT OT
H3noxeHuero e 0e3 ;a orycka JTOITyCcKa 3aTpyIHsBa B MaTepuala, JomycKa
H3YEPIATEITHO, CBIIIECTBEHU HETOYHOCTH TIPH OTJICITHUTE JCTAMIN. | CHIICCTBEHU TPEIIKH
MOCJIEIOBATEITHO, HETOYHOCTH. H3TI0KEHUETO U Jormycka Y C TOJIEMHU
KOMITETEHTHO, Moske MpaBHIIHO 1a | OTTOBOPHUTE Ha HETOYHOCTH BbB TPYAHOCTU

JIOTUIHO U Ipujiara TCOPETHYHH | BBIIPOCUTE. (OPMYIHPOBKHUTE U | M3IBIHIBA
XapMOHHUYHO. NPUHIUIIA U Wma u3BectHH HapyIaBa MPaKTUYECKU
IIpaBuaHO MIPHUTEKaBa HESICHOTH ITPH MOCJICI0BATEIIHOCTTA | 3aJlayu.

000CcHOBaBa HEOOXONMUTE OTINTHUTE 32 IIPH TIPEACTAaBIHETO

MpeUIaraHuTe YMEHHUS 32 npujarafe Ha Ha Matepuai. Nma

YyeOnata mnporpama € oOChACHa W OJOOpEHa Ha 3acelaHue Ha CeKIus ,,MaTemaThuecka
muHrBucTuka’ Ha 28.02.2020.
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(momt. n-p Jlecucnapa [laneBa-MapuHoBa)

YyeOnata nmporpama e pasriefana ot Jupexropckus cpBeT Ha UMU-BAH
Ha 12.03.2020 r. (mpotokoiu Ne 10).

VYuebnara nporpama e npuera ot Hayunus ceBer Ha UMU-BAH
Ha 13.03.2020 r. (mpotokoi Ne 4).
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